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Introduction to Information Security



What i1s Email Social Engineering

Common Email Attack Techniques

full

Impersonation of Sender Business-Related Emails Malicious Attachments or Links Application Vulnerabilities

« Using email to impersonate others and send phishing emails

« Enticing you to click on email attachments to download malicious
software or click on links in the email

» To deceive you into providing sensitive information, such as account
passwords, social security numbers, or credit card numbers



Example : Email Social Engineering

From: Data Security Team <datasecurity@fecebook-securityalert.com> |
Sent: Thursday, April 13, 2023 3:34 PM 4
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The incorrect Email preview mode
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The correct Email preview mode
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Disable emall preview window and
automatic image downloads

- Outlook Setting
- Webmail Setting
- Mobile Device Setting

Outlook Security Setting
1. Close Reading Pane (Preview Pane) @ - ¢
2. Read Email in Plain Text {Jal

3.Disable Attachment Preview 2

4.Disable Automatic Image Downloads -\




YZU PORTAL
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Current Students Prospective Students Faculty/Staff Alumni

ervices

YUAN ZE UNIVERSITY

PORTAL

Individualized Information Services
URL : https://portalx.yzu.edu.tw/

—— =
A ’ “.‘g."l“ |'u-u.r

¥

3 A
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Account | e
Password | reCAPTCHA

For student accounts, please use "S+ student ID“,
For domestic students, the initial login password is

your ID number (please use uppercase letters for
English characters).

For non-domestic students, the initial login
password is your birthdate in the Gregorian
calendar format

After logging in, please be sure to change your
password

(BEETV-EEEESHER

Office of Student Affairs
Library

Military Education Office
Physical Education Office
College of Management
Department of Electrical

Engineering

Copyright © 2013 5TE X « AHE : (03)4638800#3110 » =R £58issys@saturnyzu edutw



https://portalx.yzu.edu.tw/

Portal Homepage Functionality

1.Exclusive Page 3.Dynamic wall
2.Application System 4.Individual Calendar
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Affiliated Pages

BB Logout

1 Human Factors(I)
Engineering Statistics
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Japanese(I)
Badminton

Introduction to Service
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Product Desiga [ 53] [EIRSSRIE244) Assignment-3 18X 1455282 s
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Systems 8 5 1 2023/10/22 19:11 ~ 2023/12/10 23:59 2023108238
Manufacturing Processes [ 2] [RIEENEEREIE244] Assignment-4 My Schedule =
Industrial S48 1 2023/10/22 19:12 ~ 2023/12/31 2359 YZU Schedule =
Engineeringl11A [f£3) IERNSERIE244)
Department of Industrial [fE%) [EENSERIE2M] FESENETREE 83X 1455285 2023/10/22 19:10~2023/11/19 23:59
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Laruliméng Cartificat Product Design  2023.10.18 [{E#&] Brain Storming B2 &

Nick N
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Activity Sign-up Statistics

My Library
Parent Portal
College Students' Check




Portal

Homepage Functionality

Language Switching

Add to
Quick Links

\/

& PBRTAL & 5% =

E]
Affiliated Pages

Human Factors(I)
Engineering Statistics
Japanese(I)
Badminton

Introduction to Service
Sciences

Product Design

Database Management
Systems

Manufacturing Processes

Industrial
Engineeringl11A

Department of Industrial
Engineering and
Management

o B
Bamaonal Profile

| asic Information
Enrollment Certificate
Nick Name
Activity Sign-up
My Library
Parent Portal
College Students' Check
Xl

To-Do List
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* Move the mouse to the front of the function and a + sign will appear.



Password Security Policy

- Your password must consist of a minimum of 8 characters and include at least
one uppercase letter, one lowercase letter, one numeral, and one special
character.

- Change passwords every 3 months : Portal - Personal Profile - Change

Password

& PRRTAL & 5= ™=

Quick Links

Grade

Affiliated Pages

Engineering Statistics
Engineering Economics
Production Planning and
Control(I)

Operations Research
Systems Engineering
Data Analysis

Industrial
Engineeringl10B

Department of Industrial
Engineering and
Management

Subscribed Pages

Application Systems @,

Personal Profile
Basic Information

a

Change Password

nrollment Certificate
Nick Name

Input Your Account and Password

Account S

Origional Password

Please note:

Origional Password: the password used to log into the system
New Password
1. At least four characters long

Note: A strong password will have a mixture of alpha characters, numeric characters,

and special characters such as &. % or %.
2. DO NOT use your ID or ACCOUNT NUMBER as your new password

£

You will receive a ion email if changing your password successfully
Should you forget your password, please contact the University Library Service Desk
for a new password which will not be enabled until the next day afternoon.

12345678

PxH1#n!'8
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Exclusive course (Virtual Classroom)

= Logout
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Activity Sign-u

Engineering Statistics
Engineering Economics

Production Planning and
Control(I)

Operations Research
Systems Engineering
Data Analysis

Industrial
Engineeringl10B
Department of Industrial

Engineering and
:\I:m:lgemen(

[>more_J
Subscribed Pages
[>rot
Application Systems ®,

Personal Profile El
Basic Information
Change Password
Enrollment Certificate
Nick Name

Acty

My Library

Parent Portal

College Students' Check
List

Student Status

Privacy Statement
Student ID Card
I‘:amil_\ l;mhle

All Activities ¢ My Sign-up

Type 70 v |Unit| 73

Type  Page

Subject
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YZU APP
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YZU APP

& App Store
@ -5°




YZU APP

https://www.yzu.edu.tw/
admin/is/index.php/tw/s
upport/yzuapp

p
tologin

Campus Life  Calendsr Curriculum  News Alert

Account

Yuan Ze (o~
University =\§

Password

Home

SOS web I O

o

Emergency YZU) Webaite eedback Custome
G

« Language switching:

Setting = Language



https://www.yzu.edu.tw/admin/is/index.php/tw/support/yzuapp

ourse Selection

< My Courses o)

= Vi

) D

My Courses Library L eave Activities , &

Request

Ry

Campus Life  Calendar Curriculum  News Alert

Timetable Exam Lecture
Schedule Material

@)
® C‘@

Course Roll Call Pending
News Assignment

Yuan Ze
University

® =

Course Graduation
Selection Evaluation

SOS web

Emergency YZU Website Feedback Customer

Service

COVID-19 Settings Logout
Zone

Microcourse Classic 50




Roll Call & Self Sign In

The teacher initiates the roll call.
Manually / Automatically

Detailed operation manual:
https://app.yzu.edu.tw/yzuapp/

ly Courses

Campus Life  Calendar Curriculum  News Alert

Yuan Ze =
University = c

SOS )

Emergency YZU Website Feedback Customer
Service

%

CcOovID-19 Settings Logout
Zone



https://app.yzu.edu.tw/yzuapp/

Roll Call & Self Sign In

{ Homa My Caurses

Lecture

Matenal

Grade Gradusbon
lrgquiry Ervalustion

Microcourss

< Roll Call

button below or by "shaking” your mobile phone within
the specified time.

* |f you are unable to provide a response within the
time given, please inform the instructor to record your
attendance manually.

* Please do not help others with their roll call. Any
violation will be penalized according to the university
regulations

*EURBARBRRE  HIRITHERRWIFIESEE
EE o (FrEHE)

Roll call status

Not checked in yet!

e L (BEEF)

1121/1 /A
2023/10/¢

|lass session
Class 04
Time limit

11:00:00 - 11:40:00

o

* Please provide a response by clicking on the "Check In"

Shake your
hones 10 sign

&



Library Pass

= L

My Courses Library L eave Activities
Request

Campus Life  Calendar Curriculum  News Alert

Yuan Ze
University

SOS web

Emergency YZU Website Feedback Customer

Service

COVID-19 Settings Logout
Zone

< Library

Library Catalog

)

New Titles

My Personalized Service

¥ ade

Borrow Purchase
Recommendation

PASS

Library Pass

Audiovisual
Catalog

iw\?\
LJI

Discussion
Room

< Library Pass

*This pass is for library entrance
and loan identification purposes.

* A library daily pass is only valid
for a day. You are given 5 times
per day to log in again once
Innmad At

*|t is eligible for legal account

holder only. Any violation is
orohibited.

Valid date: 2023/10/27
Number of logins: 1

RELOAD THE PASS




Activity Sign In

Detailed operation manual:

https://www.yzu.edu.tw/admin/is/files/APP/Y ZUAPPActivityGuide 1120601.pdf

1

My Courses Library

Campus Life  Calendar Curriculum  News Alert

Yuan Ze

University

SOS web

Emergency YZUWebsite Feedback Customer

Service

COVID-19 Settings Logout
Zone

< Activities

All Activities

A

Signed Up
Activities

Recent
Activities

s

Activity
Sign-in

v

Available
Activities

'&h

Initiate
Sign-in

& Activity Sign-in )

* Press the "Sign -in" or shake your
phone within the given time limit.

* Contact the organizer for assisted
check-in in case of any sign-in
problems.

* To avoid any violations, do not sign in
on someone else's behalf .

* Switch on the mobile network and
Wi-Fi to enable more accurate
location services.

sign-in Time

GES: ¥

Activity Name )
bz /
Organizer A
EEERRBE

Activity Time

2023/10/23 16:40~2023/10/23

17:00
SIGN-IN



https://www.yzu.edu.tw/admin/is/files/APP/YZUAPPActivityGuide_1120601.pdf

E-MAIL
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Current Students Prospective Students Faculty/Staff Alumni

E-mail Portal [ Library 7 Freshmen Calendar IT Services @ @ @

About YZU Admissions Academics Administration ESDG

il
a
&

Current Students Prospective Students Faculty/Staff Alumni

£ E-mall Portal (% Library ¢ Freshmen Calendar IT Services @ @ @

About YZU Admissions Academics Administration ESDG

Important Message:
Please note that:

1. Please enter YZU Portal to change the password before using it for the first time.

2. If you forget your password, please visit the library counter or dial the campus extension 2321 during business hours to apply for a reset.

3. Some anti-virus software may block the verification window. Please troubleshoot this problem before proceeding.

4. Graduates must use the multi-factor authentication (MFA). Please refer to the following step-by-step instructions to set up 2-step verification for Office 365, and

create an app password for Office 365.
5. Office 365 Spam Quarantine: https://protection.office.com/quarantine

User Status Email Domain Webmail System SMTP Server (outgoing mail) Email Box Quota
Current Student account = s+student number Login e SMTP Server : smtp.office365.com Port : 587 50GB
@mail.yzu.edu.tw
Faculty account@saturn.yzu.edu.tw Login e SMTP Server : smtp.office365.com Port : 587 50GB
Graduated Student account = s+student number Login e Set up 2-step verification for Office 365 50GB

@mail.yzu.edu.tw e Create an app password for Office 365




How to Log In

BT Microsoft
Signin

1. account@saturn.yzu.edu.tw

No account? Create one!
Can’t access your account?

Sign-in options

2. I

B Microsoft

| LR IR U1 LU
Enter password

3 Password

Forgot my password

Sign in with another account

<. T

1. Key in email address
ex: $1109999@mail.yzu.edu.tw

2. Next

3. Key in Password
(Same Password as Portal)

4. Signin



mailto:s1109999@mail.yzu.edu.tw

Microsoft 365

» https://www.office.com - Enter your username and password (the same as
your Portal username and password).

» Cloud Storage : 1TB (Including M365, OneDrive, Teams, and other related
services)

» On the Microsoft 365 platform, there are many common functions to choose
from.

Microsoft 365

<
ol
avl

P Search

My Cont...

Ep

Feed

2]

Apps

Cutlook -

< All apps

& Bookings

Simplify how you schedule and manage appointments
both inside and outside your organization.

& oms

Customize surveys and quizzes, get real-time results.

Share videos of classes, meetings, presentations, and
training sessions.

@ Vi lnsights

Improve your productivity and wellbeing with
Microsoft Viva Insights.

E calencar

Manage and share your schedule.

) Kaizala

A simple and secure mobile chat app for work

Create interactive reports and presentations.

M Whiteboard

Idezte and collzborate on 2 freeform canvas designed
for pen, touch and keyboard

08 Class Notebook

Organize your lesson plans in a digital notebook, and
create 3 workspace for students.

. Lists

Allows users to create, share, and track data inside
lists.

Meet, share, and chat.

Word

Write, share, and make real time edits.

Delve

Get personal insights and relevant information based
on who you work with and what you wrk on

@ OneDrive

Safely store files. photos, and more.

List and manage your tasks.

M Yammer

Connect with cowarkers and classmates, share
information, and organize around projects.

B Excel

Budget, plan, and calculate.

OneNote

Create a digital notebook.

Teams
R Outiook B people F ranner € Power Apps P Power Automate
e Email, schedule, and set tasks. Group, share, and manage contacts. Create plans, organize and assign tasks, share files 8uild mabile and web apps with the data your Sync files and more to simplify your work.
3nd get progress updates. organization alresdy uses.
Excel
1 rowerm @ Powerpoint R Project B sharcPoint Staff Notebook
PowerP...
Creste actionsble, dynamic. and engaging data Easily make presentations. Develop project plans assign tasks track progress. Share and manage content, knowledge, and Collaborate with faculty and staff to share policies.
dashboards you can share with others and manage budgets. spplications to empower teamwork. procedures and calendars.
‘OneNote
Forms B stream B sway W Teams o TobDo @ visio

Simplify and communicate complex information
visually.



https://www.office.com/

Outlook App

2 App Store Google Play
TR

Outlook App (iOS ) User Manual Outlook App(Android) User Manual



https://support.microsoft.com/en-us/office/set-up-the-outlook-app-for-ios-b2de2161-cc1d-49ef-9ef9-81acd1c8e234
https://support.microsoft.com/en-us/office/set-up-email-in-the-outlook-for-android-app-886db551-8dfa-4fd5-b835-f8e532091872

CAMPUS LICENSED SOFTWARE
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R - :
CAMPUS LICENSED SOFTWARE

@ Software List :
» Windows 10/11 Upgrades
» Microsoft Office Professional
» Microsoft 365
» Kaspersky
> SAS

& How to download?
> https://vls.yzu.edu.tw/WebHD/

» Enter your username and password (the same as your Portal credentials),
then download the required software as needed
> If you have any questions, please call the Section of Network and Media

03-4638800 #2325 or email to isdept@saturn.yzu.edu.tw



https://vls.yzu.edu.tw/WebHD/
mailto:isdept@saturn.yzu.edu.tw

WIRELESS NETWORK & VPN
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e E
Wireless Network Usage Settings

Using Wireless Network on Campus

« TCP/IP: Set to obtain an IP address automatically, SSID: Connect to
'YZUWLAN," and open a browser to log in with your username and
password

» Please refer to the setup instructions

Using Wireless Network Across Campuses

- Our university has joined the " TANet Wireless Network Roaming Exchange

Center, campus wireless roaming program. When our faculty and students

visit other participating schools and wish to use their wireless network, they
only need to enter their full university email address, and password to gain
access

 Information about Schools Participating in the Roaming Program
TANet Wireless Network Roaming Exchange Center



https://www.yzu.edu.tw/admin/is/index.php/en-us/2015-03-19-06-08-46/2015-07-20-06-31-37
http://roamingcenter.ndhu.edu.tw/

SSL VPN

€ How to use?
» Download and Install GlobalProtect agent
» Add a connection setting and enter sslvpn.yzu.edu.tw, then click 'Connect.’
» Use your PORTAL account and password to log in to the VPN service.
» Refer to the user manual for further instructions

https://www.yzu.edu.tw/admin/is/index.php/en-us/2015-03-19-06-08-46/ssl-vpn

GlobalProtect

W

#4305 % GlobalProtect
AB #h g KR {irhk

‘ ssivpn.yzu.edu.tw{



https://www.yzu.edu.tw/admin/is/index.php/en-us/2015-03-19-06-08-46/ssl-vpn

REMOTE LEARNING PLATFORM
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Remote Learning Platform

- Our school currently uses the "Microsoft Teams" as the distance learning
platform

- It can be accessed on both computers and mobile devices
- You can log in using your campus-specific username and password

- For more information and guidance, please refer to the following Teams
Operation

- MS Teams Installation Guide



https://support.microsoft.com/en-us/office/microsoft-teams-video-training-4f108e54-240b-4351-8084-b1089f0d21d7

Q&A
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Change Password
Portal — Personal Profile — Change Password

Forget Password

To reset your password, please visit the library’s
first-floor promotional desk in person.

Don't forget to bring your student ID

Mailbox capacity limit is 50GB.
If your mailbox is full, please clear your inbox,
deleted items, and other folders yourself



How to ask questions when you have a problem?

* Information Inquiry & Campus Licensed Software : Section of Network and
Media 03-4638800#2325

* Portal & APP : Section of System Development 03-4638800#3110

» Section of Network and Media isnm@saturn.yzu.edu.tw
« Office of Library and Information Service isdept@saturn.yzu.edu.tw

* Please provide a detailed description of the issue and your contact information.
We will respond within 2-3 business days

Online
Consultation

YZU Portal Customer Services
Website Feedback and Communication

Information Inquiry | Computer Lab Duty Room at B1 of Building 5 & 2nd
In-Person Floor Section of Network and Media

Consultation

Personal Password Change : Library 1st-Floor Reference and Consultation
Counter



mailto:網媒組isnm@Saturn.yzu.edu.tw
mailto:isdept@Saturn.yzu.edu.tw

THE END




